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The Data Act and its implementation

Ulrich Herfurth, Attorney at Law in Hanover and Brussel

The Data Act is a central element of the European data
strategy, which was developed under the guiding prin-
ciple of “Shaping Europe’s Digital Future”. The aim of
this strategy is to establish an interoperable European
data ecosystem that enables the free flow of data
within the European Union whilst creating a level play-
ing field. In particular, the aim is to break up the con-
centration of data in the hands of a few large compa-
nies, which has frequently been observed to date.
Clear legal frameworks are intended to facilitate the
commercial use of data whilst promoting innovative
data trust models.

Increasing digitalization means that data has become
a key resource of the modern economy. Companies
generate and process large volumes of data that can
be used for innovation, increased efficiency and new
business models. This is precisely where the Data Act
comes in, by establishing regulations on data availabil-
ity, technical interfaces, interoperability and contrac-
tual standards between companies. The aim is to
strike a balance between the economic use and fair
distribution of data.

Objectives of the Data Act

The objectives of the Data Act can essentially be di-
vided into three key areas: fairness, competitiveness
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and data access. In the area of fairness, it ensures that
data holders make data available under fair, reasona-
ble and non-discriminatory conditions. This so-called
FRAND principle is intended to prevent individual mar-
ket participants from abusing their position and ex-
cluding other companies from access to data.

Furthermore, the Data Act aims to strengthen the
competitiveness and innovative capacity of the Euro-
pean economy. High-quality and interoperable data
from various sectors are intended to form the basis for
new technologies and business models. Small and me-
dium-sized enterprises in particular are set to benefit
from improved access to data, as they have often
lacked the resources to build up their own extensive
data sets.

Another key aspect is improved data access for users.
Users of networked products or connected services
should have access to the data they generate at all
times and be able to share it with third parties. This
shifts control over data more towards users whilst pro-
moting competition.

Timeline

The Data Act generally applies immediately, although
individual provisions will come into force in stages. Of
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particular note is the ‘Access by Design’ principle,
which applies to products and services newly placed
on the market. This obliges companies to ensure that
data is accessible right from the development stage of
their products.

Furthermore, the Data Act contains specific provisions
for existing contracts. In particular, the chapter on un-
fair contract terms also applies to older contracts, pro-
vided they meet certain time-related conditions. This
ensures that even long-term contractual relationships
are adapted to the new legal requirements.

Scope of the Data Act — Scope of Application

The scope of the Data Act is broad in terms of persons,
subject matter and geographical area. In terms of per-
sons, the regulation covers a wide range of stakehold-
ers, including manufacturers of connected products,
providers of connected services, users, data control-
lers and data recipients, as well as public authorities
and providers of data processing services such as
cloud providers.

In terms of subject matter, the Data Act covers both
personal and non-personal data. It should be noted,
however, that the GDPR takes precedence where per-
sonal data is concerned. This means that companies
must comply with both sets of regulations in parallel,
which increases legal complexity.

Small and medium-sized enterprises are also covered
by the Data Act, although certain concessions are pro-
vided for them. For instance, certain provision obliga-
tions apply only in a later stage, and exceptions exist
in certain cases. Nevertheless, companies cannot gen-
erally rely on their size to avoid the requirements of
the Data Act.

Definitions of key terms

The defined terms are of central importance for un-
derstanding the Data Act. Connected products are ob-
jects that generate data about their use or environ-
ment and can make this data accessible via various

communication channels. Examples include con-
nected vehicles or industrial machinery.

Connected services are digital services that are closely
linked to these products and extend or supplement
their functionality. The data generated by these sys-
tems is referred to as product data or connected ser-
vice data.

Furthermore, the Data Act distinguishes between var-
ious roles, such as the data user, the data holder and
the data recipient. This distinction is crucial as it deter-
mines the respective rights and obligations of the par-
ties involved.

Data access and data sharing

The core of the Data Act lies in the obligation to pro-
vide data. Connected products and connected services
must be designed in such a way that users can access
the generated data directly. This principle is referred
to as ‘Access by Design’ and represents a fundamental
innovation.

In addition to direct access, the Data Act also provides
for indirect access. In cases where direct access is not
possible, data holders must provide the data at the
user’s request. This provision must be made immedi-
ately, free of charge and in a machine-readable for-
mat.

Particularly far-reaching is the user’s right to demand
that their data be transferred to third parties. This cre-
ates an open data market that promotes innovation
and competition. At the same time, however, new
challenges arise in with regard to data protection, se-
curity and trade secrets.

Protective mechanisms and limits

Despite the comprehensive data access obligations,
the Data Act provides for important safeguards. Trade
secrets, in particular, are protected, so that companies
are not forced to disclose sensitive information if this
would risk causing significant economic damage.
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Furthermore, data recipients are subject to strict us-
age requirements. They may only use the data re-
ceived for the agreed purpose and are prohibited from
passing it on or using it for anti-competitive purposes.
These regulations serve to strike a balance between
data access and protection interests.

Unfair contract terms

Another key focus of the Data Act lies in the area of
contract law. Unfair contract terms imposed unilater-
ally by one party are no longer permitted. A term is
considered unfair in particular if it deviates signifi-
cantly from good business practice or breaches the
principle of good faith.

This applies, among other things, to clauses that ex-
clude liability or unreasonably restrict the use of data.
The aim of these provisions is to ensure a balanced
contractual relationship and, in particular, to protect
smaller businesses from being disadvantaged.

Cloud switching

The Data Act also addresses the issue of switching pro-
viders for cloud services. In practice, high switching
costs and a lack of interoperability often lead to so-
called lock-in effects, which tie companies to specific
providers.

To counteract this problem, the Data Act obliges pro-
viders to facilitate switching. Data must be transferred
within specified timeframes, and in the long term,
switching fees are to be completely abolished. These
measures strengthen competition and increase com-
panies’ flexibility.

Enforcement and sanctions

Compliance with the Data Act is monitored by national
authorities. In Germany, the Federal Network Agency
(Bundesnetzagentur) is specifically responsible for en-
forcement. It has far-reaching powers, including the
right to investigate and search premises.

Violations are subject to substantial fines, which can
amount to several million euros depending on the se-
verity of the breach. Furthermore, civil law conse-
guences may also arise, for example under warranty
or competition law.

Actions for businesses

The Data Act creates a significant need for action
within companies. They must adapt their internal pro-
cesses, contracts and technical systems to the new re-
guirements. Of particular importance is the creation of
clear structures for handling data and the establish-
ment of suitable governance mechanisms.

The implications affect almost all areas of the busi-
ness, from product development and IT to the legal
department and management. An interdisciplinary ap-
proach is therefore required to ensure successful im-
plementation.

Recommendations for action

To implement the Data Act, companies should first
carry out a comprehensive review of their data. They
must then put the necessary technical infrastructure
in place to enable access to and the sharing of data.

Furthermore, existing contracts must be amended to
meet the new legal requirements. At the same time,
internal processes must be established to regulate the
handling of data requests and ensure proper docu-
mentation.

Training also plays an important role, as staff in various
departments need to be familiarized with the new re-
quirements.

European Commission contract clauses

To support implementation, the European Commis-
sion has developed model contracts and standard con-
tractual clauses. These are intended to help compa-
nies enter into fair and legally compliant agreements.
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The so-called Model Contractual Terms and Standard
Contractual Clauses provide a framework for drafting
contracts in the field of data usage and cloud compu-
ting. Although these are not mandatory, they serve as
an important guide in practice.

Summary

In summary, the Data Act represents a fundamental
shift in the way data is handled. Companies must
adapt to new obligations, particularly with regard to
data access, data sharing and contract drafting. At the
same time, however, the Regulation also opens up
new opportunities, for example through the develop-
ment of data-driven business models and the promo-
tion of innovation.

To capitalize on these opportunities and avoid risks,
companies should set up a Data Act project at an early
stage and systematically implement the necessary
measures. This is the only way to ensure that they
meet the requirements of the regulation whilst safe-
guarding their long-term competitiveness.
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