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Digital due diligence has developed into an independ-
ent, purchase price-relevant audit area in the context 
of company acquisitions. It supplements traditional fi-
nancial and legal due diligence with a structured anal-
ysis of the digital substance of a target company. In an 
economy in which business models, value chains and 
innovation processes are increasingly driven by data 
and technology, the quality of digital structures is a de-
cisive factor in determining the sustainable value of a 
company. 
 
The focus of digital due diligence is therefore not only 
on individual IT systems or software solutions, but also 
on their legal protection, organisational embedding 
and strategic future viability.  
 
This article examines these issues along key audit di-
mensions: technical and organisational IT security, the 
legal system for software and data, data protection 
and digital dependencies including cloud, outsourcing 
and AI structures. These areas are closely interlinked 
and only have an economic impact when they interact. 
In addition, there are the influencing factors of data 
rights, artificial intelligence and product liability for 
software and AI, especially under the provisions of the 
Data Act, the AI Act and the new Product Liability Di-
rective. 
 
 

Data security 
 
Analyses of IT security show that risks often result less 
from a lack of individual measures than from structural 
deficits. Historically evolved architectures, inadequate 
documentation, a lack of responsibilities and a weak 
organisational anchoring of IT security mean that tech-
nical protective measures cannot take effect. In addi-
tion to pure defence against external attacks, resili-
ence, restart capability and scalability of the security 
architecture are becoming increasingly important. Hu-
mans remain a central risk factor, both in terms of op-
erating errors and a lack of awareness. 
 
 
IP and licences 
 
The rights system forms the legal basis of digital value 
creation. Unclear or incomplete licences, unsecured 
rights of use for individual software and the uncon-
trolled use of open source components can give rise to 
considerable economic risks. In addition, there are lim-
ited or non-transferable rights to embedded software 
in proprietary products. Transaction practice regularly 
shows that a lack of transparency regarding software 
and data rights leads to subsequent licensing require-
ments, restrictions on use or barriers to integration. 
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Data protection 
 
Data protection is a liability and reputational factor in 
its own right. A lack of transparency regarding pro-
cessing procedures, insufficient technical and organi-
sational measures and inadequate preparation for 
data protection incidents significantly increase the risk 
of severe fines and operational restrictions. Data pro-
tection should not be seen solely as a compliance ob-
ligation, but increasingly as an expression of organisa-
tional maturity and as a prerequisite for trust-based 
business models. 
 
 
Digital sovereignty 
 
Digital dependencies on cloud providers, platforms 
and IT service providers characterise a company's 
long-term ability to act. Vendor lock-in effects, a lack 
of exit scenarios and third-country references can 
make post-merger integration considerably more dif-
ficult and require additional investment. The same ap-
plies to the use of AI systems, whose functionality, da-
tabase and governance structures are often only 
transparent to the acquirer to a limited extent. 
 
 
Product liability for software and AI 
 
In addition to the regulatory requirements, product li-
ability for software and AI systems is becoming in-
creasingly important. The traditional distinction be-
tween product and service law is becoming increas-
ingly blurred by software-based and learning systems. 
Defective software, faulty updates or inadequately 
trained AI models can cause considerable damage and 
trigger liability claims. 
As part of digital due diligence, it is therefore neces-
sary to check whether the target company is exposed 
to liability as a manufacturer, provider or operator and 
whether appropriate risk precautions have been 
taken. This applies in particular to quality assurance 
processes, documentation, monitoring and existing in-
surance cover. Product liability risks can have a lasting 
impact on the economic viability of digital business 
models. 
The overall evaluation of digital due diligence makes it 
possible to identify red flags at an early stage, assess 

risks economically and make well-founded decisions 
on purchase price, contract design and integration 
strategy. In an increasingly digitalised economy, digital 
due diligence is therefore not an optional additional 
tool, but a key success factor for professional M&A 
transactions. 
 
 
Liability and insurance 
 
Another key aspect of digital due diligence concerns 
liability risks and their insurance coverage. Digital busi-
ness models are regularly exposed to both operational 
and product liability risks, which are significantly in-
creased by the use of software, data-based services 
and AI systems. The audit must therefore analyse 
whether and to what extent existing business and 
product liability insurance policies actually cover digi-
tal risks or whether there are exclusions for software 
errors, data loss or financial losses. 
Specialised IT and cyber insurance policies are partic-
ularly important. IT insurance policies can cover risks 
from software errors, system failures, data loss or pro-
ject delays, while cyber policies cover damage from 
cyber attacks, data protection breaches, business in-
terruptions and crisis management costs in particular. 
It is important to check not only the existence of cor-
responding policies, but also their scope of cover, de-
ductibles, obligations and exclusions. 
Insufficient or inadequate insurance cover can lead to 
digital risks remaining entirely with the company and 
threatening its existence in the event of damage. Ana-
lysing liability and insurance structures is therefore an 
integral part of digital due diligence and has a direct 
impact on risk assessment, purchase price determina-
tion and the contractual structure of the transaction. 
The overall evaluation of digital due diligence enables 
red flags to be identified at an early stage, risks to be 
assessed economically and well-founded decisions to 
be made regarding the purchase price, contract design 
and integration strategy. In an increasingly digitalised 
economy, digital due diligence is therefore not an op-
tional additional tool, but a key success factor for pro-
fessional M&A transactions. 
 
 
Overall evaluation of digital due diligence:  
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The overall evaluation of digital due diligence enables 
red flags to be identified at an early stage, risks to be 
assessed economically and well-founded decisions to 
be made regarding purchase price, contract design 
and integration strategy. In an increasingly digitalised 
economy, digital due diligence is therefore not an op-
tional additional tool, but a key success factor for pro-
fessional M&A transactions. 
 
 
Consolidation of the audit results 
 
Digital due diligence only reveals its full added value 
when the individual audit fields are summarised. IT se-
curity, legal systems, data protection as well as digital 
dependencies, cloud and AI structures are not isolated 
issues, but are closely linked in functional and eco-
nomic terms. Weaknesses in one area regularly have 
an impact on other audit dimensions and can reinforce 
each other. 
 
The aim of the overall evaluation is therefore to com-
bine the individual findings into a consistent risk as-
sessment. This is less about determining an abstract 
compliance level and more about the question of 
whether the digital structure of the target company is 
sustainable, manageable and future-proof. Digital due 
diligence therefore provides a qualitative supplement 
to quantitative valuation models. 
 
Typical red flags in digital due diligence 
 
Digital due diligence regularly identifies certain risk 
patterns that can be categorised as red flags in the 
transaction context. The most common of these in-
clude a historically evolved, undocumented IT archi-
tecture, missing or inadequately implemented secu-
rity and data protection concepts and unclear respon-
sibilities in IT and data protection issues. 
 
Further red flags result from a non-transparent rights 
system. A lack of software registers, unclear licence 
scopes, unsecured rights to individual software or the 
uncontrolled use of open source components can give 
rise to considerable legal and economic risks. The 
same applies to extensive dependence on individual 
cloud providers or IT service providers without realis-
tic exit options. 

 
Recurring risk constellations can also be observed in 
the area of data protection, such as incomplete rec-
ords of processing activities, a lack of emergency plans 
for data breaches or only formal involvement of the 
data protection officer. Such deficits regularly indicate 
a low level of organisational maturity and increase the 
risk of fines and liability claims. 
 
 
Economic evaluation and purchase price relevance 
 
The next step is to evaluate the identified risks from 
an economic perspective. A distinction must be made 
here as to whether these are shortterm remediable 
deficiencies, structural deficits or fundamental limita-
tions of the business model. While the former can of-
ten be addressed through targeted investments or or-
ganisational measures, the latter can have a lasting im-
pact on the value of the company. 
 
In transaction practice, the results of digital due dili-
gence are regularly reflected in purchase price adjust-
ments, earn-out structures or investment reserva-
tions. In particular, foreseeable subsequent licences, 
necessary security investments or regulatory adjust-
ments must be taken into account in the valuation. 
Digital due diligence therefore provides an essential 
basis for determining a realistic purchase price. 
Effects on contract design and risk allocation. 
 
 
Effects on the transaction 
 
In addition to the purchase price issue, the results of 
the digital due diligence significantly influence the 
structuring of the company purchase agreement. 
Identified risks can be addressed through specific 
guarantees, indemnities or covenants. Closing condi-
tions, such as proof of certain security or data protec-
tion measures, can also be derived from the audit re-
sults. 
 
The results can also influence the choice of transaction 
structure. Particularly in the case of significant legacy 
issues in the IT or data protection area, the delimita-
tion of liability risks can be a decisive argument in fa-
vour of or against certain deal structures. 
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Post-merger integration and strategic development 
 
Digital due diligence does not end with the closing. Ra-
ther, it forms the basis for a structured post-merger 
integration. The weaknesses and dependencies identi-
fied indicate the areas in which action is required im-
mediately after the acquisition and where medium-
term investments are necessary. 
 
At the same time, the results provide indications of 
strategic development potential. A consolidated IT ar-
chitecture, a clearly regulated legal system and a ro-
bust data and AI strategy can be further developed in 
a targeted manner after the acquisition and contribute 
to a sustainable increase in value. Digital due diligence 
therefore not only acts as a risk instrument, but also 
as a strategic compass. 
 
 
Conclusion 
 
Digital due diligence has developed into an independ-
ent and indispensable component of professional 
M&A processes. It combines technical, organisational, 
legal and strategic issues into an integrated overall as-
sessment of a company's digital substance. 
A structured approach makes it possible to recognise 
risks at an early stage, clearly identify red flags and 
make well-founded decisions on purchase price, con-
tract design and integration strategy. In an economy in 
which digital structures increasingly form the core of 
value creation, digital due diligence is no longer a sup-
plementary audit tool, but a key success factor in 
every corporate transaction. 
 

+ + + 
 
 
From the Compact Series on Digital Due Diligence:  
 
▪ Digital due diligence for company acquisitions 
▪ Digital due diligence on data security 
▪ Digital due diligence on data rights and IP 
▪ Digital due diligence on data protection 
▪ Digital due diligence on data sovereignty 
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