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Companies in Europe must prepare for another com-
pliance requirement: the EU’s so-called Whistleblower 
Directive should have been implemented by Decem-
ber 2021. Although there were significant delays in 
most countries, the corresponding laws have entered 
into force in all member states now, except Poland and 
Estonia. The aim of the Directive is to create a compre-
hensive system of protection for whistleblowers when 
they uncover misconduct in companies and institu-
tions. To achieve this, companies with 50 or more em-
ployees will be required to set up internal reporting 
channels. The immediate provision of internal report-
ing channels is necessary to avoid possible fines and 
investigations through reports to external channels. 
 
This paper is based on the German implementation of 
the Whistleblower Directive, the Hinweisgeberschutz-
gesetz (HinSchG), but similar rules apply in the other 
member states. 
 
 
Scope  
 
The Whistleblower Directive mandates the protection 
of reports of EU law breaches, for example breaches 
of product safety and consumer protection. It encour-
ages member states to extend the scope by law, and 
the German legislator has made use of this option. It 
covers, among other things, reports of criminal of-
fences and administrative offences, insofar as the 

violated regulation serves to protect life, body or 
health, or to protect the rights of employees or their 
representative bodies.  
 
 
Trade secrets  
 
Reports and disclosures of information containing 
trade secrets are particularly problematic. Trade se-
crets and information subject to a contractual duty of 
confidentiality may only be reported or disclosed pur-
suant to Section 6 HinSchG if the whistleblower had 
sufficient reason to believe that the transfer or disclo-
sure of the information was necessary to uncover a 
breach. However, the suitability of the disclosure for 
the protection of the general public interest is not re-
quired, unlike in Section 5 of the German Trade Se-
crets Protection Act, so-called Geschäftsge-
heimnisgesetz (GeschGehG).  
 
 
Protected persons  
 
The HinSchG protects current and former employees 
as well as trainees, civil servants, and persons like em-
ployees who obtain information about breaches in the 
course of professional, entrepreneurial or official ac-
tivities or in the run-up to such activities and report 
them to the designated reporting channels or, excep-
tionally, disclose them. In addition, persons who 
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support whistleblowers, for example journalists, are 
also protected.  
However, the protection only applies if, at the time of 
the report or disclosure, the whistleblower had rea-
sonable grounds to believe that the information he re-
ported or disclosed was true and that the information 
reported concerned breaches falling within the scope 
of the Directive. The motivation of the whistleblower 
is irrelevant. The HinSchG, on the other hand, does not 
protect intentional or grossly negligent disclosure of 
false information, but establishes a claim for damages 
by the company.  
 
 
Reporting channels 

 
According to the HinSchG, whistleblowers can choose 
to use an internal reporting channel or an external re-
porting channel. Internal channels are those estab-
lished by companies and concerned institutions, even 
if they commission a third party with the task. External 
channels are established at selected authorities at fed-
eral and state level.  
The German legislator emphasises that whistleblow-
ers “should” prefer internal reporting channels if ef-
fective internal action can be taken against a breach 
and no reprisals are to be feared. However, this open 
wording does not establish an obligation, especially 
since the lack of “fear of reprisals” would be difficult 
to prove in the event of a dispute. Nevertheless, it re-
mains important for companies to immediately set up 
a reporting channel that is trustworthy for employees 
- otherwise the path to an external reporting channel 
is favoured in any case, with unforeseeable conse-
quences. Disclosure to third parties, on the other 
hand, is only protected under special circumstances.  
 
 
Confidentiality 
 
All reporting channels must maintain the identity of 
the whistleblower confidential. The identity of persons 
who are the subject of the report and of other persons 
named in the report is also confidential. Whistleblow-
ers who provide false information through gross neg-
ligence or wilful misconduct are not protected. Only 
under special circumstances may the reporting chan-
nel forward the identity of the whistleblower to the 

competent authority, for example in the context of 
criminal proceedings. If the whistleblower consents, 
his identity may also be disclosed if the disclosure is 
necessary for follow-up measures. In contrast, no con-
sent is required for the disclosure of the identity of 
persons affected by the whistleblowing, insofar as this 
is necessary for follow-up measures or internal inves-
tigations, among other things.  
 
 
Internal reporting channels 
 
Affected companies and institutions  
 
Employers with 50 or more employees are obliged to 
set up an internal reporting channel. The minimum 
number of employees does not apply to employers in 
certain risk sectors, such as capital management com-
panies.  
 
 
Forms of organisation for internal channels 
 
Companies can set up an internal reporting channel by 
assigning an employee or a work unit with the task. Al-
ternatively, Section 14 HinSchG allows a “third party” 
to be entrusted with it. A third party within the mean-
ing of Section 14 also includes a reporting channel that 
is set up at another group company and is to take over 
tasks for several independent group companies. The 
responsibility for reviewing and remedying the re-
ported breach remains with the commissioned com-
pany. Several employers with fewer than 250 employ-
ees may set up a joint reporting channel.  
 
 
Requirements for internal channels 
 
Employers can set up oral or written reporting chan-
nels. A number of things must be taken into account 
here: Reporting channels must be designed in such a 
way that only the persons responsible for receiving 
and processing the reports have access to the incom-
ing reports. This cannot be guaranteed by setting up a 
simple e-mail address or internal telephone number. 
Basically, two options remain: setting up an external 
telephone number with number suppression or an IT-
based system. An IT-based system is likely to be more 



alliuris  
A L L I A N CE  O F  I NT E R NA T I O N A L  B U S I NE S S  LA W Y E RS   .  

 

 

 

 

cost-effective than having the internal or external per-
son in charge always available by phone. 
 
The responsible persons perform their duties inde-
pendently and must have the necessary expertise. For 
small and medium-sized companies in particular, the 
question arises whether it is worthwhile to set up their 
own reporting system, to assign internal staff to pro-
cess reported breaches and to qualify them for this - 
or whether it is more efficient to assign an experi-
enced ombudsperson, such as a lawyer, to receive and 
initially process the reports. The concern that hotlines 
will be flooded with poorly substantiated reports is ra-
ther unjustified. Data from the USA shows that a com-
pany with 1,000 employees can expect an average of 
five reports per year.  
It should be noted that the establishment and use of 
internal reporting channels also requires a data pro-
tection impact assessment (DPA) in individual cases.  
 
 
Procedure for internal reporting channels 
 
According to Section 17 HinSchG, the internal report-
ing channel must:  
 
▪ Acknowledge receipt of the report to the whistle-

blower within seven days; 
▪ Check whether the reported breach falls within 

the material scope of the HinSchG; 
▪ Check the validity of the report; 
▪ Ask the whistleblower for further information if 

necessary; 
▪ Take appropriate follow-up action; 
▪ Provide feedback to the whistleblower at the lat-

est after three months regarding the follow-up 
measures planned and taken, as long as this does 
not affect investigations or the rights of data sub-
jects;  

▪ The information must be documented in compli-
ance with the confidentiality requirement and 
stored for three years after the conclusion of the 
procedure.  

 
 
 
 
 

Dealing with anonymous reports 
 
The handling of anonymous reports was very contro-
versial during the legislative process, which led to un-
clear regulations. Internal reporting channels are not 
legally obliged to accept anonymous reports. How-
ever, they “should” process them. The corresponding 
ISO standards (ISO 37301, ISO 37001) nevertheless re-
quire the acceptance of anonymous reports. Compa-
nies seeking certification must therefore accept and 
process anonymous reports.  
 
 
Disclosure 
 
Disclosure refers to making information about 
breaches available to the public. This includes not only 
classic notifications to the press, but also postings in 
social media under certain circumstances.  
 
Disclosure is protected under Section 32 only if:  
 
▪ An external reporting channel informs the com-

pany, and the company does not take any action 
within the time limits for a response, or the whis-
tleblower does not receive any feedback on taking 
such follow-up action, or  

▪ In an emergency, or if there is a risk of reprisals 
even in the case of an external report, if evidence 
could be suppressed or destroyed, or other cir-
cumstances exist that cast doubt on the effective 
intervention of an external reporting channel.  
 

If the reporting channel does not pass on the infor-
mation to the company in time and the employee 
turns to the public for this reason, this can trigger a 
claim for damages by the company against the report-
ing channel. Disclosure of incorrect information is pro-
hibited.  
 
 
Rules of procedure  
 
A whistleblower cannot be held legally responsible for 
obtaining and accessing information that he has re-
ported or disclosed, as long as the obtaining and ac-
cessing does not in itself constitute an independent 
criminal offence. Whistleblowers are protected from 
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reprisals and retaliation. This is now subject to a rever-
sal of the burden of proof: if a whistleblower alleges 
such discrimination, the employer must prove that it 
is not related to the report. 
 
 
Compensation and fines 
 
The HinSchG contains two new provisions on dam-
ages. Firstly, the whistleblower must be compensated 
for the resulting damage in the event of a breach of 
the prohibition of reprisals. However, the employer is 
not obliged to continue to employ the whistleblower. 
Secondly, the whistleblower must compensate the 
damage caused by a deliberate or grossly negligent 
false report or disclosure. Companies that do not set 
up a reporting channel, obstruct reports or use repris-
als will face fines of up to 50,000 euros from 1 Decem-
ber 2023. However, fines of up to 20,000 euros are 
also foreseen for persons who knowingly disclose in-
correct information.  
 
 
Entry into force 
 
For employers with more than 250 employees, the ob-
ligations of the HinSchG will already apply from 
2 July 2023, for smaller companies only from 17 De-
cember 2023. The provisions on fines will come into 
force on 1 December 2023. If employers with more 
than 50 employees have not yet set up an internal re-
porting channel, they should do so immediately. When 
planning the timing, it should also be borne in mind 
that such a procedure is normally subject to co-deter-
mination in the countries, like Germany, that provide 
for such a mechanism. 
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