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Data Protection in China

Jennifer Feng, lawyer in Guangzhou

With the rapid development of information technol-
ogy, more and more service or products providers col-
lect, store, process, analyze and/or use all kinds of
data to find business opportunities. Through big data
technology, these providers can easily learn our name,
gender, address, hobbies, or even our family infor-
mation, income level, health status, etc. In pursuit of
profits, some companies began to improperly collect,
process, or resell people’s personal information, even
violate the privacy of individuals.

The big-data mining and personal information resale
have opened the door for criminals, especially fraud-
sters. Those companies that have acquired the per-
sonal data of millions or even billions of individuals ac-
tually gain super power. They are able to easily manip-
ulate people’s behavior. For example, a UK data con-
sultancy firm, Cambridge Analytica, was alleged that it
misused the data of millions of Facebook users for
Donald Trump’s presidential campaign in 2016. Thus,
the PRC government is more and more concerned
about the misuse of big data.

On the other hand, the rapid development of infor-
mation technology is leading our life and society to be
more efficient and transparent. In today’s China,
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people rarely use cash in their daily life, in contrast,
they finish their payment via the app WeChat and/or
AliPay on their mobile phone. In recent years, the ma-
jority of buying and selling activities happen online.
The extensive use of e-application system and bio-
metric identification enable people to deal with things
at home by just clicking buttons on their phones,
which cut short the application time from months or
days to minutes. Pre-setting the nationwide e-applica-
tion systems also makes the application procedure
more predictable and transparent.

Thus, it becomes a big issue for the PRC government
to balance the benefit and negative impact of big data
technology. In this article, we will try to give our read-
ers an overview of laws and regulations related to data
protection in China.

For data security, China’s legislation has been enacted
separately in the areas of civil, criminal and adminis-
trative Law.

Civil Law System

Civil law mainly deals with the relationship between
natural persons, or the relationship between a natural
person and a legal person. Therefore, the main
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concern under the civil law system is the protection of
personal information. Before the popularity of infor-
mation technology, China’s civil law legislation related
to data protection mainly focused on personal rights
such as life, health, portrait, privacy, reputation, etc.
An individual whose rights is infringed could seek judi-
cial relief under General Principles of Civil Law (The
predecessor of the Civil Code), and Tort Liability Law,
which is a secondary legislation of civil law.

After entering the information era, some personal in-
formation that didn’t seem important before, such as
name, address, email, track of a person’s movement,
if combined with other information, may be used to
deduce the valuable or private information of a per-
son, e.g., a person’s consumption habits, hobbies, in-
terpersonal relationship. Thus, a more specific and
comprehensive secondary law was introduced, i.e.
Personal Information Protection Law (Effective on No-
vember 1, 2021).

Under the civil law system, personal information is
classified as three levels according to their importance
and sensitivity. Please refer to the chart below.

Personal Information Protection Law mainly stipulates
the rules of processing personal information and sen-
sitive personal information, the rights and obligations
of individuals in the processing of personal infor-
mation. The law also provides guidelines on handling
the personal information by state organs, as well as
rules for cross-border transmission of personal infor-
mation.

According to the law, processing of personal infor-
mation includes collection, storage, use, transmission,
providing, publicizing, deletion, etc. The activities in-
volving in processing personal information of natural
persons within the border of China are also subject to
this law, such as the activities aimed to provide prod-
uct or service to domestic people, analyze and evalu-
ate the behavior of natural persons in China, or other
stipulated situation.

The law stipulates four basic principles for natural per-
son’s data processing:

= Lawfulness: Any organization or individual must
notillegally collect, use, process or transmit other
person’s personal information. It is prohibited to
illegally trade, provide or publicize personal infor-
mation.

¢ Personal information refers to all kinds of information recorded

Personal

electronically or via other means that can identify specific natural persons

alone or in combination with other information, including name, date of

Information

birth, ID number, biometric information, addresses, phone numbers,

email, health Information, track of movements. [Civil Code Art.1034]

Personal
Sensitive
Information

¢ The personal information that may easily cause the infringement of a natural
person's personal dignity, or cause bodily harm to a person or infringe a
person's property safety, if disclosed or illegally used, including biometric
identificationinformation, religious belief, certain identity, medical record,
track of movements, personal information of minors who is under 14 years old,
and etc. [Personal Information Protection Law Art.28]

. ¢ Privacy is the peace of a natural person's private life, and is the secret
Privacy spaces, activity and information that the person does not want others
know about. [Civil Code Art.1032]
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It is prohibited to process personal information
that may cause harm to national security or public
benefit. The processers are obliged to take the
necessary measures to ensure safety of personal
information.

=  Justification: This principle requires that the pur-
pose of processing personal information must be
specific, clear, and reasonable. The processors
shall follow the principle of openness and trans-
parency. They are required to disclose their rules
of processing personal information, and express
the purposes, methods, and scope of processing.

= Necessity: The collection of personal information
should be limited to the minimum extent for ful-
filment of the process purpose.

=  Good Faith: Any organization or individual shall
obtain informed consent from natural persons
before they process personal information except
several stipulated situations (Emergency Avoid-
ance). Misleading, intentional omission or ob-
scure language may cause the consent being void.
The processing shall not exceed the scope of con-
sent.

Processing sensitive personal data is prohibited unless
a personal data processor aims to a specific purpose
with sufficient necessity and takes strict protective
measures. In addition, the individual’s informed con-
sent shall be obtained in advance unless the law stip-
ulated otherwise. Under some circumstances, a writ-
ten consent is required.

It is worth to know that when it is necessary for per-
sonal information processors to provide personal in-
formation outside of the territory of the People’s Re-
public of China, the processors must meet one of the
following conditions: passing safety assessment orga-
nized by the competent government authority;

obtaining Personal Information Protection Certifica-
tion issued by authorized professional institutions;
adopting the template contract formulated by compe-
tent government authority ; or other conditions stipu-
lated by law or regulation.

Criminal Law

To prevent and fight against crime of infringe data
safety, Criminal Law stipulates several crimes.

= Crime of infringing upon citizens' personal infor-
mation. Any organization or individual violates
the relevant laws and regulations to sell personal
information of citizens to a third party shall be im-
posed a fine, and/or sentenced to criminal deten-
tion or fixed-term imprisonment, which can be as
long as no more than 7 years.

=  Crime of refusing to perform the obligation to
manage information network security. The object
of this crime is internet service providers, which
provide information to the public or provide ser-
vices to the people who intend to obtain internet
information. The providers may be imposed a
fine, and/or sentenced to criminal detention or
no more than 3 years fixed-term imprisonment if
they refused to correct their security measures
under the requirement of the competent supervi-
sion authority so as to cause: widespread of illegal
information; serious harm by disclosure of users’
information; serious harm due to the loss of evi-
dence in a criminal case; or other serious circum-
stances.

Administrative Law System

From the perspective of strengthening the administra-
tion of data by the government, China has also
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introduced a series of laws, the most important of
which are Cybersecurity Law (effective on 1 June,
2017) and Data Security Law (effective on 1°* Septem-
ber, 2021).

Purpose

We can see the common purposes of the two laws:
both aim to the safeguard of national security (Data
Security Law adds sovereignty security), and the pro-
tection of the legal rights of individuals and organiza-
tions. On the other hand, the two laws aim to the pro-
tection of network and data, as well as to promote the
development and utilization of data and information
technology.

This is a good example shows the effort by the PRC
government to balance the benefit and negative im-
pact arising from the development of new technology.

Cybersecurity Law

All the organizations or individuals that construct, op-
erate, maintain, and use the network within the Peo-
ple’s Republic of China, as well as the supervision and
management of network security are subject to this
law. The PRC government implements network secu-
rity level protection rules. Network operators should
fulfil their security protection obligations in accord-
ance with the rules to protect the network from inter-
ference, sabotage, or unauthorized access, and to pro-
tect network data from being leaked, stolen, or tam-
pered.

The PRC government implements the key protection
for those important industries and fields, such as pub-
lic communications, information services, energy,
transportation, water conservancy, finance, public
service, and e-government, as well as the key infor-
mation infrastructure, which could seriously endanger

national security, national economy, and the people’s
livelihood and public interests if it is destructed, loss
of functionality or data leakage.

It is required that the operators of key information in-
frastructure must store any and all personal data col-
lected and generated during its operating in the Peo-
ple’s Republic of China. The State Council is authorized
by the law to formulate the specific scope and security
protection measures for critical information and infra-
structure. By now, we have not seen any specific
measures by the State Council.

There is a similar stipulation (Art. 40) in the Personal
Information Protection Law, which mentioned that the
key information infrastructure operators and personal
information processors shall store the data domesti-
cally collected and generated within the People’s Re-
public of China when the processed amount of per-
sonal information reaches a certain amount. We have
not found out how much “the certain amount” is yet
but it is believed that the government will classify ac-
cording to the importance and sensitivity of the data,
not just amount of data. For example, Apple and Tesla
are both required to store the data in China, although
the number of customers of these two companies are
far apart.

Data Security Law

The law advocates Big Data Strategy. The government
will promote the construction of data infrastructure,
encourage and support the innovative application of
datain various industries and fields. The state will sup-
port the development and utilization of data to im-
prove the intelligent level of public services. This strat-
egy will lead to innovative and profitable business in
this field.

This law stipulates that the state protects data based
on different types and levels of data classified accord-
ing to the importance in social and economic
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development, and to the extent of harm that may be
caused to national security, public interests or legal
rights of organizations and individuals.

The law also stipulates the obligations of data proces-
sors. It is required that any process of data or devel-
opment of new data technology must be aimed to
promote economic and social development, improve
people’s common wealth and accord with social mo-
rality and ethics.
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